Portfolio

Information Technology in a Global Society

International Baccalaureate Organization

Workers’ use and abuse of company e-mail

October 25, 2004

Jim Shoe

Kelly, Maura. Your Boss May Be Monitoring your E-Mail. 12/8/99. Salon Technology.

http://www.salon.com/tech/feature/1999/12/08/email_monitoring>

Thomas Kelly High School

Presentation of the Issue

“Fourteen million employees - just over one-third of the online work force in the U.S.—have their internet or e-mail use under continuous surveillance at work, according to an analysis conducted by the privacy Foundation in Denver.” (Schulman, 2000) During the past few years, e -mail surveillance in the workplace has become more common. Are you surprised at the fact that your boss could be monitoring your e-mail use? This is one of the many questions raised by people who are concerned about their privacy in the workplace.

There are no known laws that stop your boss from taking such actions as viewing your e-mail. Employers do not necessarily tell you that you will be under surveillance because they think that the employee would gain too much power and prevent e-mail surveillance. (Kelly, 1999) 

People know that e-mail surveillance is becoming more common (popular) because industries that sell recording equipment such as cameras and software have noticed that several companies have put in orders for the equipment. (Kelly, 1999) “Companies that monitor employees’ online activities include 20th Century Fox, Glaxo Wellcome, Nike, Duracell, Barclays, Marriott, Texaco, American Express, Premara Blue Cross and Zenith electronics.”(Shankland, 2001) Government agencies include the U.S. Army, the Small Business administration, the National Park Service and the City of Boston. (Shankland, 2001) “Many firms contend that this “monitoring”—defined by the survey as the storage and review of e-mail, voice mail messages, computer files, and even telephone conversations and videos of employee job performance a tool to measure employee productivity.” (Kelly, 1999).

The IT Background of the Issue

Your boss needs no subpoena and suspicion the you’ve ever wasted a lot of company time before reading your e-mail or employing surveillance software to track your web surfing habits. The growing number of employers who are monitoring their employees’ activities is a result of the low cost of the monitoring technology. Computers can leave behind a trail that can provide employers with all of the information they could possibly need about an employee’s computer activities.

“There are five methods that employers can use to track employee activities:

Packet sniffers

Desktop monitoring programs

Log files

Phones

Closed circuit cameras

Computer monitoring programs carry such names as Shadow, Spy Agent, Web Sleuth and Silent Watch.” (Bonsor, 2002)

Packet sniffers have been used by computer-network administrations for years to monitor their networks and perform diagnostic tests or troubleshoot problems. (Bonsor, 2002) As data travels back and forth on the network, the program looks at or ‘sniffs,’ each packet. (Bonsor, 2002) “When a packet sniffer is set up on a computer, the sniffer’s network interface is set to promiscuous mode.” (Bonsor, 2002) This means that it is looking at everything that comes through. A packet sniffer can overall be set up in one of two ways: Unfiltered - captures all of the packets; filtered - captures only those packets containing specific data elements. Packets that contain sought out data are copied onto the hard disk as they pass through. (Bonsor, 2002) A packet sniffer located at one of the servers of your Internet server Provider (ISP) would potentially be able to monitor all of your online activities; for example, which web sites you visit. (Bonsor, 2002)

“Desktop monitoring programs work differently than packet sniffers.” (Bonsor, 2002) They can monitor every single action you make with your computer. Signals can be intercepted by a desktop monitoring program which can be installed on a computer at the operating system level or the assembly level. (Bonsor, 2002) The person receiving the intercepted signals can see each character being typed and can see what the worker has on this or her screen. (Bonsor, 2002) “Employers can use the desktop monitoring program to read e-mail and see any program that is open on your screen.” (Bonsor, 2002)

Your computer is full of log files that provide evidence of what you’ve been doing. (Bonsor, 2002) Log file is a system administrator that can determine what web sites you’ve accessed.(Bonsor, 2002) Here are a few places where log files can be found: operating systems, web browsers, application, e-mail.

The Impact of the Issue

Many people that work in offices are blown away by the fact that they are being watched. (Beattie, 2002) Up to 14 million workers are subject to continuous surveillance of their e-mail and Internet use. (Shankland, 2001) Some employers do not let employees be aware that they are being monitored. (Schulman, 2001) There was a point made that the employer should introduce employees of all of the company policies and what that particular company practices. (Kelly, 1999) 

Due to e-mail surveillance in the workplace, people have been terminated from their jobs not knowing that they were being watched. (Kelly, 1999) “The New York Times fired 20 employees at a Virginia payroll processing centre for violating corporate policy by sending ‘inappropriate and offensive’ e-mail, and the Navy reported that it disciplined ore that 500 employees at a Pennsylvania supply depot for sending sexually explicit e-mail.” (Kelly, 1999) “Cases such as these come as no surprise: 45 percent of major U.S. companies engage in electronic monitoring of communication and performances, “according to a 1999 survey conducted by the American Management Association (AMA).” (Kelly ,1999)

Solutions to Problems Arising from the Issue

My first solution would be that employers should tell all employees that they are being

 monitored. A SHRM survey found that only 36% of companies with e-mail have polices addressing proper usage of the technology, while on 34% have a written policy on workplace privacy. (CNET, 1999).
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